PAGE  

	[image: image1.png]



	MILITARY DEPARTMENT OF TENNESSEE

TENNESSEE STATE GUARD

HEADQUARTERS 3RD REGIMENT

3330 SUTHERLAND AVE.

KNOXVILLE, TENNESSEE 37801
	[image: image2.jpg]


[image: image3.wmf]


To:
All regimental and brigade C&E/Signal personnel

From: 
CPT Bill Baker, 3REG C&E, TNSG

Subj:
Radio Net Operations Procedure

3rd Alvin C. York Regiment

Tennessee State Guard
Date:
11 July 2005

1. All 3rd Regiment radio communications will be conducted as directed networks using the following format for operation. Nets must have a Net Control Station (NCS), and all net stations will use their full TNSG radio call signs as specified in Annex 1, TNSG Communications SOP dated 1 OCT 2000. The NCS has the following primary responsibilities:

a. Open and close the net at the specified or appropriate times.

b. Acknowledge stations as they check in

c. Clear all message traffic expeditiously (written or verbal)

d. Assign an Alternate Net Control Station (ANCS)

e. Maintain overall net discipline

f. Maintain COMSEC (communications security)

g. Determine whether or not the net frequency, situation, and conditions call for station authentication (unless previously determined by the senior Signal Officer or NCO)

h. Issue or lift “radio silence” as needed

i. Limit transmission to essential length

j. Correcting procedural discrepancies

k. Maintain a net radio log containing all check-ins, times, dates, etc. (see attachment 1 to this document for a blank radio log form). Radio logs and written message traffic will be kept on file for at least one year.

l. Identify by the net and NCS call sign at least once every hour while the net is open. If the NCS does not identify after an hour of inactivity has passed, the ANCS will assume control of the net. The NCS may also temporarily or permanently pass control of the net to the ANCS at any time. 

2. 3rd Regiment radio nets will always be “directed” by an NCS and will be conducted under one of, or a combination of, the following classifications as determined by the NCS. The NCS will announce net status change as dictated by conditions.

a. Formal--(stations checking-in; message traffic being cleared; ALL comments must be directed to the NCS or ANCS)

b. Informal--(no message traffic outstanding; NCS asks for comments from net stations)

c. Free—(no message traffic outstanding; individual net stations may contact each other by call sign without NCS involvement)

d. Emergency—(all communications are formal, minimized for expediency, and directed by the NCS) 

3. In the following examples, the net call sign is A3A and the NCS call sign is 3O(8. (In this document, the character “Ø” represents the numeral zero.) Net call signs are designated by the senior Signal Officer or NCO prior to net activation and will be in the “letter-number-letter” format used by the US Army.

4. For all radio nets operating at company level or above, participating stations will use their full TNSG call sign as assigned to their duty position in the TNSG Communications SOP referenced above. Any radio operator who does not have an assigned call sign per the SOP will be issued a “spare” call sign by the senior Signal Officer or NCO of the regiment or battalion. This spare call sign may be either temporary or permanent. Since all TNSG personnel will not use a radio on a regular basis, not every person will have a permanently assigned radio call sign.

5. Radio nets operating below company level may optionally use tactical call signs as prescribed in section 2.9, page 11 of the TNSG Communications SOP. The senior Signal Officer or NCO will assign tactical call signs as needed.

6. Signal strength and readability reports

a. Reports of signal strength (called for by the reporting proword “RADIO CHECK”) will be given in the following manner:

(1) “LOUD” (signal is very loud)

(2) “GOOD” (signal strength is good)

(3) “WEAK” (signal strength is weak)

(4) “VERY WEAK” (signal strength is very weak)

b. Reports of readability will be given after the report of signal strength and will be given in the following manner:

(1) “CLEAR” (quality of transmission is excellent)

(2) “READABLE” (quality is satisfactory)

(3) “UNREADABLE” (quality is so poor that little or none is intelligible)

(4) “DISTORTED” (signal is distorted and difficult to read)

(5) “WITH INTERFERENCE” (interference on the channel is making copy difficult)

(6) “INTERMITTENT” (transmitted signal is intermittent)

c. If a station’s signal is LOUD AND CLEAR, only the proword ROGER is necessary as a reply (see example below). Avoid phonetics such as “LIMA CHARLIE” for “LOUD CLEAR”. Do NOT use “ten-codes” or any other type of reporting terminology.

7. At this time, the only authorized operating frequencies available for the 3rd Regiment are in the VHF (Very High Frequency) spectrum and are:

a. 49.600 Mhz FM simplex

b. 149.800 Mhz FM simplex (no repeater used)

c. 143.225 Mhz FM repeater input and 149.800 Mhz FM repeater output.

d. FRS (FCC Family Radio Service) from 462.5625 Mhz FM to 467.7125 Mhz FM. The popular low-power (less than 1 watt output) “walkie-talkies” sold at retail stores are examples of useable radios in this class. Relatively inexpensive, these radios can serve the TNSG in many tactical situations where limited range is not an issue. They are, however, no match for mil-spec hand-held radios in the 149.800 range—used simplex or with a portable or fixed repeater.

This office has no knowledge of an active TNSG VHF FM repeater in East Tennessee, however, the authorization for and viability/cost of such a repeater is currently being considered.

There is no current authorization for HF (High Frequency—also known as “short wave”—in approximately the 4 Mhz to 28 Mhz range using SSB, AM, FM, or “digital” modulation). For the present, should statewide coordination via radio be necessary (emergency conditions, for example), 3rd Regiment will use the services of TN Army MARS, a nationwide DOD-sponsored organization with statewide sections. This office encourages TN MARS memberships for TNSG personnel who are also licensed amateur radio operators.

The feasibility of 3rd Regiment cooperation with ARES and METERS (amateur radio volunteer emergency communications groups) is also being studied at this point.

8. The default duress code that has been used with 3rd Regiment tactical nets is “first and goal”. This code will remain in effect for all radio networks until signal personnel are notified otherwise by this office.

The following are brief examples of proper 3rd Regiment radio net procedure. This documentation will also be posted on the unit Web site in the C&E section during July, 2005 at http://tsg3.us/skins/original/.

Additional 3rd Regiment radio procedure information to further augment the TNSG Communications SOP will be issued by this office in the future. If you have questions, contact Captain Baker at 865-670-1716 (Knoxville), evenings/weekends.

Example 1:  Net opening by the NCS and stations check in:

A3A THIS IS 3OØ8, OVER.

(The net is now open. Stations will check in in alpha-numeric order of call sign.)

THIS IS (key up and listen for 2 seconds to make sure there is no other station transmitting) 31O19, NO TRAFFIC, OVER.

(301st BN Commo NCO checks in and has no traffic to pass at this time.)

THIS IS (2 second listening pause) 32OØ3, ONE ROUTINE YOUR STATION, OVER.

(302nd BN S-3 checks in and has one message with “routine” priority for the NCS.)

THIS IS (listening pause) 32O19, INFORMATION FOR THE NET, OVER.

(302nd BN Commo NCO checks in and has information to pass to all net stations.)

THIS IS (listening pause) 33OØ9, REQUEST CONTACT WITH 34OØ8, OVER.

(303th Asst. Signal Officer checks in and asks permission to speak directly to the 304th Signal Officer.)

Example 2: NCS recognizes check-ins:

(After all stations have checked in, the NCS recognizes them in order. To simplify this example, only 3 stations are used.)

A3A THIS IS 3OØ8.    (NCS first addresses the net)
ROGER 31O19,

32OØ3 WITH ONE ROUTINE,

32O19 WITH INFORMATION FOR THE NET,

AND 33OØ9 REQUEST TO CONTACT 34OØ8, OUT.

Example 3: NCS clears the first message:

(In this case, the message happens to be for the NCS.)

32OØ3 THIS IS 3OØ8, OVER.

THIS IS 32OØ3, OVER.

32OØ3 THIS IS 3OØ8. SEND YOUR ONE ROUTINE TO THIS STATION, OVER.

THIS IS 32OØ3, MESSAGE FOLLOWS,

NUMBER ONE ROUTINE     (32OØ3’s first message)
111345Z JUL 05    (Date-Time-Group, DTG. This DTG indicates 11 July, 2005 at 1345 Zulu. Time can also 0945EDT or 0945EST)
FROM 303 BATTALION S1

TO 304 BATTALION S1

BREAK

(Text of message goes here. Use standard phonetics and prowords as necessary.)

BREAK, OVER.

THIS IS 3OØ8, ROGER NUMBER 1, OUT.    (NCS verifies receipt of message. If 3OØ8 had needed “fills”, repeated words, etc., he would have used the proper prowords such as “say again…” or “all after…” and passed it back to 32OØ3 for the appropriate repeats.)

Example 4: NCS calls the station with information for the net:

(“Information for the net” is not formal message traffic and doesn’t have to be written down by receiving stations.)

32O19 THIS IS 3OØ8, OVER.

THIS IS 32O19, OVER.

32O19 THIS IS 3OØ8, SEND YOUR INFORMATION FOR THE NET AT READING SPEED. OUT.

THIS IS 32O19.

INFORMATION FOR THE NET FOLLOWS. DO NOT ANSWER.

111400Z JUL 05

BREAK

(Information text goes here)

BREAK

DOES ANY STATION REQUIRE FILLS? OVER.

Example 5: NCS directs one station to call another station on the net:
33OØ9 THIS IS 3OØ8, OVER.

THIS IS 33OØ9, OVER.

33OØ9 THIS IS 3OØ8. CONTACT 34OØ8 AT THIS TIME, OUT.

(33OØ9 calls 34OØ8 and gives or asks for information. After the contact is complete, he informs the NCS.)

3OØ8 THIS IS 33OØ9, OVER.

THIS IS 3OØ8, OVER.

3OØ8 THIS IS 33OØ9. CONTACT COMPLETE, OUT. 

Example 6: NCS calls for RADIO CHECK from net stations:

A3A THIS IS 3OØ8.

RADIO CHECK, OVER.

3OØ8 THIS IS 31O19. ROGER, OUT.     (Each station responds with signal report.)
3OØ8 THIS IS 32OØ3. WEAK BUT READABLE, OUT.

3OØ8 THIS IS 32O19. ROGER, OUT.

3OØ8 THIS IS 33OØ9. GOOD AND READABLE, OUT.

THIS IS 3OØ8. ROGER, OUT.

Example 7: NCS assigns alternate NCS (ANCS):
31O19 THIS IS 3OØ8. REQUEST YOU ACT AS ALTERNATE NET CONTROL STATION, OVER.

THIS IS 31O19. WILCO, OVER.

(If 31O19 had needed the list of participating net stations, he would ask 3OØ8 to read it out at this time. When and if 3OØ8 needs to attend to other business or leave the net for some reason, he would ask the NCS to assume control of the net until he returns.)

Example 8: The NCS has new traffic for the entire net:

A3A THIS IS 3OØ8 WITH ONE PRIORITY FOR THE NET, OVER.

(All net stations respond, signifying they are ready to copy the message.)

THIS IS 31O19, OVER.

THIS IS 32OØ3, OVER.

THIS IS 32O19, OVER.

THIS IS 33OØ9, OVER.

THIS IS 3OØ8, MESSAGE FOLLOWS,

NUMBER 3 PRIORITY     (3OØ8’s 3rd message)
111427Z JUL 05    (Date-Time-Group, DTG. This DTG indicates 11 July, 2005 at 1427 Zulu. Time can also 1027EDT or 0927EST, though nets are encouraged to use Zulu time.)
FROM 3RD REGIMENT S3

TO ALL BATTALION COMMANDERS

BREAK

(Text of message goes here. Use standard phonetics and prowords as necessary.)

BREAK, OVER.

THIS IS 31O19, ROGER NUMBER 3, OUT.

THIS IS 32OØ3, ROGER NUMBER 3, OUT.

THIS IS 32O19, ROGER NUMBER 3, OUT.

THIS IS 33OØ9, SAY AGAIN WORD AFTER UNITS, OVER.

(33OØ9 requests a “fill”---a repeat of the word following the word “units” in the message.)

33OØ9 THIS IS 3OØ8. I SAY AGAIN REPORT, OVER.

THIS IS 33OØ9, ROGER NUMBER 3, OUT.
(This time 33OØ9 copies the word “report” correctly and indicates he now has the complete message by replying “ROGER, OUT”.)

Example 9: The NCS imposes radio silence on the net:
A3A THIS IS 3OØ8. SILENCE, SILENCE, SILENCE.

I SAY AGAIN THIS IS 3OØ8, SILENCE, SILENCE, SILENCE, OUT.

(NCS gives the SILENCE command two times—both times SILENCE is used 3 times in succession. All transmissions immediately cease for a period of time--until the NCS lifts the silence as follows:)

A3A THIS 3OØ8. SILENCE LIFTED, OUT. 

Example 10: A station needs to leave the net:

THIS IS 33OØ9, OVER.

33OØ9 THIS IS 3OØ8, OVER.

THIS IS 33OØ9. REQUEST TO CLOSE STATION AT 1445Z. (GIVES REASON.) WILL RETURN TO NET AT 1515Z.

(Or “…REQUEST TO CLOSE STATION AT THIS TIME…”)

33OØ9 THIS IS 3OØ8. YOU MAY CLOSE STATION AT 1445Z, OUT.

(Or “…YOU MAY CLOSE STATION AT THIS TIME, OUT.”)
Example 11: The NCS declares the net to be in FREE status:

A3A THIS 3OØ8. THE NET IS FREE, OUT.

(The net is now in FREE status until notified otherwise by the NCS. Any net station can now contact any other net station by call sign.)

Example 12: A net station uses the duress code to signify trouble at his location:
THIS IS 31O19. FIRST AND GOAL. I SAY AGAIN, FIRST AND GOAL, OVER.

31O19 THIS IS 3OØ8, ROGER YOUR FIRST AND GOAL, OVER.

(The NCS and/or other net stations immediately notify the appropriate personnel to provide emergency assistance to 31O19 at his station location. Normal net business ceases, and the NCS continues to communicate with 31O19 as long as possible or until the situation is resolved.)

Example 13: The NCS transfers control of the net to the ANCS:

31O19 THIS IS 3OØ8. ASSUME CONTROL OF THE NET (states purpose as appropriate), OVER.

THIS IS 31O19. WILCO, OUT.

A3A THIS 31O19. I AM ASSUMING NET CONTROL. OUT.

Example 14: The NCS closes the net:

A3A THIS 3OØ8. THE NET IS CLOSED, OUT.

(Or if the net is to resume activity at a later time:)

A3A THIS 3OØ8. THE NET IS CLOSED UNTIL 111630Z JUL 05, THIS FREQUENCY, OUT.

(All net stations will be on the air and ready when the NCS reopens the net at 1630Z that same day. The net frequency remains the same in this example.)

Note 1: This office will issue a code list for the various 2 meter, 6 meter, and FRS channels/frequencies used by the 3rd Regiment. To maintain as much COMSEC as possible with public frequencies, all 3rd Regiment personnel will use these codes over the air to represent the actual channels/frequencies. Actual net frequencies in Mhz or FRS channel numbers will not be used over the air at any time.

Note 2: Regarding COMSEC, it is helpful to clear up a common misconception about radio channel privacy. Unless radios used by TNSG personnel employ true voice scramble/descramble technology, the so-called “private” features on FRS radios (tone encode, tone squelch, CTCSS, PL, DTCS, etc.) do NOT prevent other users of the frequencies from monitoring TNSG transmissions. The tone encoding technology commonly found on FRS, CB, amateur, and business radios simply prevents other stations who are not employing the same tone encoding/tone squelch from being heard or causing interference. It does not prevent them from hearing you if they are not using tone squelch/tone encoding themselves. Example: if a TNSG net is taking place on an FRS channel, and all net stations are using tone squelch/tone encoding by prior directive, TNSG net stations will not hear other public users of the channel who are not using tone squelch/tone encoding---but these other public users (including popular frequency scanners) can still monitor all TNSG net proceedings. TNSG radios will normally NOT be secure. Do not say anything over the air that could not be said to ANYONE outside the TNSG at any time.
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